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I ntroduction

For our final projed, we dedded to explore aeding afil e transfer program that can
send bdh filesin plain format, like most fil e transfer programs do, and in a padket
encrypted method. With the rate that people ae moving to the Internet for
communications of everything from personal |etters and shoppng to larger transadions
with banks, and credit agencies, the Internet becomes more and more gpeding to the
criminal element. This as always forces an improvement in seaurity, one method d
which isthrough encryption. This was our motivation kehind a seledion d this
projed. We decided on wsing awell-known encryption a gorithm known as the Digital
Encryption Standard (DES), and to exchange encryption keys between machines we
used the Diffe-Hellman Key Exchange dgorithm. Both of these methods are discussd
more detail ed in the Cryptography sedion.

Functionality

For our program we wanted to make a ‘test bed’ for future designs. To dothiswe
wrote or program as adual transcaver system, rather than areceaver and a transmitter
program. This allows for either end d the cnredionto initiate mmmands to the ather
end. With littl e work, we muld creae an encrypted chat program, Telnet conrection, o
other dual mode programs. To dothis the entire program hasto work ina‘non
blocking’ mode. This means, that we can na wait for any one event to occur, we need
toinstead chedk if an event occurs, andif it has nat, we go onand chedk ancther event,
thisis ssmetimes cdled pdli ng. To crede this non-blocking design it was necessary to
find away that we muld chedk the incoming data strean from the TCP/IP socket for the
presence of data, without calli ng the ‘recv()’ c-function which is ablocking instruction.
To dothiswe locaed an algorithm for cheding any UNIX stream without
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incrementing its pointer. Thiswasided for us becaiseit alowed usto aso chedk for
data from the keyboard withou blocking as well .

Asfor the ommunicaion padket structure, we chose asimple design that relies on
the built i n functionality of the UNIX socket functions. We simply transmit asingle
unsigned integer and
64 bytes of data s a Cortrol(4) DatalG4)
single padket. The
communicaions are best exemplified by asimple example.

Alicewantsto send afileto Bob. First, she seleds the nonencrypted file send ogion.
Sheisthen prompted for the fil e she wishes to send, if the file caana be opened, thefile
transfer ends. If thefile can be opened, sheis prompted for the name of the file onthe
receving side. A data padket with a control code crrespondng to ‘file send andthe
filename of the destination in the data is then sent to Bob. Bob's madine then chedks
the incoming control code and deddesthat Aliceistrying to send afile to be named
whatever isin the data sedion d the padket. Bob then tries to open thefileif he
succeals, he repliesto Alicethat thefile can be written, aherwise he replies that the file
cannot be written and returnsto ‘watch’ mode. If Alicerecevesthat the file omuld na
be opened, she doses her sourcefile and returnsto ‘watch’ mode & well, otherwise she
begins to transmit the fil e padket by padet, plaang the number of valid bytesin eat
padket in the mntrol sedion d ead padket. At the end d transmisson ead side pauses
momentarily to allow for the user to review the results of the command, then the menu
is redisplayed.

The encrypted fil e transfer works exadly the same with the diff erencethat before the
transmisson starts the two stations exchange their Diffie-Hellmann pubic keysto
crede the sesson key. During the transmisson the 64 byte data block is encrypted
using DES. Thereceaver station saves the receved datawithou deaypting it. The
sesson key used for the transmissonis saved onthe recaving madine under the same
name &s the file but with asuffix ‘.key’. Therecaved file can be deaypted using the
deaypt functionin the menu.

Cryptography

The program uses dandardized cryptographic functiondliti es. Before thefile
transmisson can take placethe ayptographic key (sesson key) hasto be exchanged
between the two parties. Thisis dore using the Diffie-Hellmann Key Exchange
Protocol. Thisis apulic key cryptography methodthat iswidely used in data seaurity.
It works as foll ows (again an example with Alice and Boby):

» Both parties have aprime number g and anumber awherea< gandaisa
primitiveroot of g. This numbers can be pubdic.

» Alicesdedsrandomly aprivate key Xa < g and cdculatesits pulic key
Ya=a“modq.

* Bobsdedsrandamly aprivate key Xg < g and cdculatesits pulic key
Ye=a®modq.
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* They exchange the pulic keys.
« Alice omputes: K = (Yg) mod q
« Bobcomputes: K = (Ya)® mod g

* Thetwo K areidenticd and can be used as ®sson key for the transmisgon. A
prove for this relation can be foundin [1].

The ayptographic library we ae using in ou program implements a1024 bt version
of this protocol. This means an intruder would have to solve a1024 hit discrete
logarithm to oltain the key. The discrete logarithm is a NP-compl ete mathematicd
problem. That means the computational power needed to solve the problem grows
exporentia with the size of the inpus. Cryptographic systems based onthe discrete
logarithm problem shoud use @ least 512 hit keysto be seaure with today’s
computational power. The time needed for the cmmputation d the sesson key by the
authorized parties takes some 100 milli seconds. Thisisfeasibleif it hasto be dore once
per sesson.

After the sesson key is exchanged between the two parties the data stream is
encrypted using the fast and widely used Digital Encryption Standard (DES). This
encryption standard was developed in 1977 ly the National Institute of Standards and
Tedindogy (NIST) based onan algorithm developed by IBM. The dgorithm is a block
encryption algorithm that encrypts 64 kit blocks. It is a Feistel Network that uses
permutations, lookuptables and XOR functions. Until today no statisticd weaknesses
could be foundin the dgorithm. The only disadvantage of it isthe relative short key
length of 56 kt, which makesit vulnerable ayainst brute force dtads. NIST till
recommends using it, bu they will replaceit by a new standard soon. Although the
algorithm is optimized for hardware redi zation is DES quite fast if exeauted on
MICroprocesors.

To make astatisticd attadk onthe encrypted data stream harder our program uses an
8-Bit Cipher Feedbad (CFB) chaining mode to encrypt the data. That means that parts
of the previous encrypted block are used to encrypt the aurrent data block. With this
technique two identicd data blocks result in two dff erent encrypted data blocks. A
detail ed description d thismode can be foundin [1].

All cryptographic functionsin ou program are redized using the Crypto Toadl kit
Library from Cylink. Thislibrary can be used freefor private and acalemic purposes.
The Crypto Tod kit Library uses the BigNum Math Library, which provides the
mathematica functions for numbersupto 1024 lit. Thislibrary isfree aailable and
can be used for private and acalemic purposes.

How torun the program
First unzip (gunzip project.tar.gz) and urtar (tar xvf project.tar) the achive
project.tar.gz. To compil e the program run the makefile in the top dredory of the

structure without any parameter (make). To delete dl compil ed data use the same
makefil e with the parameter clean (make clean). The compil ation processproduces the
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file trans.exe Run this program and follow the instructions. The program is tested on
HP machines in the ENGR and the ECE network at OSU. Those are the only machines
we can guarantee a correct functionality.

Conclusions
We showed with this project how basic cryptographic functions could be added to a
simple network program. The code presented implements an easy file transfer program
but could easily be modified to another application like a chat or atelnet program.
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